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Result

ID Level Lasttime

setuid0_ 124 418

bean1234 144 068

notnagi 154 218

JuniorTest 15A] 408

jinmol23 17A] 002

gbx2 17A] 365

hukju0714

fizz 2 164 115

iamfast g 17A| 578

A4error C 194] 002

i3] Z25 1 ~ 109|7}X| Q| Score Board.
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Length of codewords to try: 1 £ A

: ENDLESSROBOTWAR
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xor 0x9

Zt
HA

"\xf6\xeb\xb\xf 1 \xf8\xfa\xf2\xfc\xeb\xea
hackers

junior

plaintext += chr(ord(encrypted[i])*0x99)
hello

encrypted = ("\xf1\xfc\xf5\xf5\xf6\xb9\xf3\xec\xf7\xf0

for i in range(len(encrypted)):
C:\Users\sweetchip\Desktop>ctf_2.py

print plaintext
hello junior hackers

#ctf_2.py
plaintext

Flag
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http://115.68.24.145/junior_ctf/policy_chal/ 0f
23810 IDQ} PasswordE = S3HA| Q.

" Ol2{ 20| AEY 4 e IDE
admin_1000 £E admin_99997}X| &X{atL|Ct.
(AtRE2 1000 £E 9999 F0 StLE
MEHSIM|R. O|& =0 admin_7777,

admin id 1000~9999 & dS}LIQF MEHS|A
UOLY™H ElL|Ct 2E id9| passwordE

2 2es syt

* Ol O3 AHEO| SA0f
M2 Lo X] R=F

O 10 3CK

Password

login |

Bermove login-hlock

[HIMT] login_ok. phps, remove_block_ok.phps

F0|Zl YAZ SOI7HEB YR php 22 TYUo| SO{ULCH

<l--login_ok.phps-->
<?php
$id = $_GET['id']:
$pass = $_GET|'pass']:
LOAEE
$fp = @fopen("./id_pass_db/" . $id . "_pass.txt", "r");
LOANRE

if($pass == $real_password) {
echo "Congrats! You got the password: $pass”;
include "../../../key.php"
exit(0);

L

>




HAN idet pwE QIXE B0 $fp = @fopen('/id_pass_db/” . $id . "_passtxt”, "r"); O] S&20 2|3}
CIXtZ2 AT ofo|C|et SMZICL d2ln XM mYUgS FOol AYEE 2ot 21 ARAHZE
Qlaeh IjAY ol AXBHCIP ETA|7|D KeyS T BhCt

OlE& =0 idE admin_1207 2 YASICHH /id_pass_db/admin_1207_pass.txt OtYLS L0
IHAQEE HOLZ ZAO|Ch &2 MO &g ERoL] HXHzE /¥8 Lt

—=

http://115.68.24.145/junior_ctf/policy_chal/id_pass_db/admin_1207_pass.txt
243

243 O|2t= MAQEE /AN OfA| EHI 2739 HO|X|2 ZO0t7tAM OFO|C|et HIYHS E
ol2{stoy EIC SIK|DH i3 7} BLt & 1207#MB = {8 @S A|Z2 OIsf 0}0|C|7} block
T R/UAOA admin_12082 KHA| = 2,'1[}.

// id = admin_1208, pw = 904
Congrats! You got the password: 904

The key is 'lamapolicyhacker'

Flag : iamapolicyhacker
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IP: 112.172.160.241

PORT: 2323

ID: guest_chaos

Password: fpdkfgenius

* B3x| Hio|H2| ?|X|: /home/chaos/chal

XS YEHStL B2 KeyZtb LEZtCh

ofo} inputzto] S47 B0 YH BEE 0| ZEE A Lt

—/

guest_chaos@ubuntu:/home/chaos$ ./chal

Let me know what UID you want to be
(Except root UID - 0)

UID: %s

Ok.. you input -1217003520 UID

Key: GoGoGoHackers!

Flag : GoGoGoHackers!
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[SSH M H]

IP: 112.172.160.241

PORT: 2323

ID: guest_money
Password: greathacker
22X HtolH2| fX]: /home/money/chal

void __cdecl sub_80485C4(int al, int a2)
{
FILE *v2; // [sp+24h] [bp-2834h]@1
int v3; // [sp+28h] [bp-2830h]@7
int v4; // [sp+2738h] [bp-120h]@1
int v5; // [sp+2838h] [bp-20h]@1
v5 = 0;
memset(&v4, 0, 0x100u);
v2 = fopen("./secret_key", "r");
. AHEF
fgets((char *)&v5, 19, v2);
fclose(v2);
fgets((char *)&v4, 19, stdin);
if ( !strcmp((const char *)&v5, (const char *)&v4) )
{
system("echo you got me");
exit(0);
}
while (1)
{
gets((char *)&v3); // Vuln!
memcpy(8v4, &v3, strlen((const char *)&v3));
printf("buf: %sWn", &v4);

}
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[Data] [v4 = user input and some nulls ] [v5 = flag] [Data] o F+Z=0fA
[Data] [A*256 (no nulls)] [Flag] [Data] 2 ©=235}H Flag = Z0| &= & ZAO|Ct

guest_money@ubuntu:/home/money$ ./chal

i dont know passkey bb

buf: y bbnt know passke
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAA

buf:
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAADIdY ouLikelt?

Flag : DidYoulikelt?
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IP: 112.172.160.241

PORT: 2323

ID: guest_monkey
Password: awesomeboy
=X HtolH2| fX]: /home/monkey/chal

int __cdecl view(int al)
{
int vl; // eax@1
int result; // eax@6
FILE *stream; // [sp+28h] [bp-150h]@4
char s; // [sp+2Ch] [bp-14Ch]@6
char filename; // [sp+12Ch] [bp-4Ch]@1
int v6: // [sp+16Ch] [bp-Ch]@1
snprintf(&filename, 0x40u, "list/%s.txt", al); //
LOBYTE(v1) = issymbolic((int)&filename):
if (vl)
{
puts("No symbolic file.");
exit(0);
}
stream = fopen(&filename, "rb");
if ( !stream )
exit(0);
memset(&s, 0, 0x100u);
fgets(&s, 200, stream);
printf("%s", &s);
return result;

}

Setuid?t Z2l =2Z MHe| BiO|HZ[E QAXE A HASt= YAS| Z=AMO|CL O &
HE 9A F=0 B2 222 A=, 28 2= list EHO| U= TS 8= CHY
flag IYS Y= HOE =HMtn ICE MEECH 22X Q| ZEL snprintf QG| 0x40H}0|
EDE 9= AOo[Ch OFCHH O3 0 d4s) =+ ULt

| list/1.txt



ZHE Flagg 20 St AQH, M2 EHES oFX| Ot ./ &= H4Y0| 7+SSiLt.
SHX|2E o] .txt E2AtE S GIOHOF Sh=Cf 12 E0f OFO|T|O{7} &zt &tLt.
| list/////111111111111111111111111111117111111171111117171111171] .71 1t
INESES 64byte Mot
snprintf O A{:= 64HIO|EDH ZAISHA E[O{ASEZ 64HIO|E Ol Z2[A ECh JAS
o

AN
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HASHH 22X ZO0|E Aitst CE MH 0| =it
guest_monkey@ubuntu:/home/monkey$ ./chal
S A0 777777777777 /secret
guest_monkey@ubuntu:/home/monkey$ ./chal

LALTTTI777777777777777777777777777777777777/secret

real cool secret

“63HIOIEY [ EO| Lt2E Olf= 20 nullZXt7t 201M 0]7] MEoz =g

Flag : real cool secret
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IP: 112.172.160.241
PORT: 2323

ID: guest_thepub
Password: talentedgirl
22X HiolH2| {X|: /home/thepub/chal
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int __cdecl sub_8048564()

{
time_t v0; // ST34_4@4
int result; // eax@9
int v2; // ecx@9
unsigned int i; // [sp+28h] [bp-120h]@4
int v4: // [sp+2Ch] [bp-11Ch]@4
FILE *v5; // [sp+30h] [bp-118h]@1
int v6: // [sp+38h] [bp-110h]@1
char v7; // [sp+138h] [bp-10h]@4
int v11; // [sp+13Ch] [bp-Ch]@1

memset(&v6, 0, 0x100u):
vb = fopen("./secret_key.txt", "r'");
if (vh)
{
puts("error: secret key file open."):
exit(0);
t
fgets((char *)&v6, 100, vb):
fclose(vb):
v0 = time(0):
v7 = v0;
vd = 0;
for (i = 0:1 < strlen((const char *)&v6); ++i )
{
if (vd==14)
vd = 0;
«(LBYTE #)&V6 + 1) "= *(&v7 + vd++);
}
result = printf("buf = %s\n", &v6);
return result;
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f = open("./a.dmp","rb") #buf dump file

a = f.read()

f.close()

A\x1E\XEO\xB3\x08\x11\xF3\xA6\x06\x11\xFB\xA6\x14\x1 1\xF3\xA6\x5B

b = "\x51\xf2\xb2\x59"[::-1]
j=0

_m

for i in range(0, len(a)):

if j ==

j=0

¢ += chr(ord(a[i]) ~ ord(b[j]))

j =+l
print "Flag : "+c
HHHHHH
J:\script>]:\script\1.py
Flag : GRAYHATWHITEHAT

Flag : GRAYHATWHITEHAT
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IP: 112.172.160.241

PORT: 2323

ID: guest_paper

Password: cleverpeople

=X HiolH2| fX|: /home/paper/chal

REI X[ HAO| M2t @EE Q| F= HAEZ Y0 02
T CE M CH|Mf AMESH A2 OHE 240] Z[o{N REIZ =
of CtE HMo=Z ZY A|Z{EL| of2{7t StCh 222 AHO|A readelf

=
=
AL
T
=

guest_paper@ubuntu:/home/paper$ readelf chal -a | more

readelf: Error: ELF Header:

Out of memory allocating 0xc70804b0 bytes for 32-bit relocation data
Magic:  7f 45 4c 46 01 01 01 00 00 00 00 00 00 00 00 00

oo Bt E7b Olget gtez HEIF E[OQUCtE AS €4 HO|HZ|E ROtM WinHex
2 S 0x12d0 X|HO|A| b0 04 08 c72 b0 00 00 00 © 2 HZASW IDAZ 2 W[
H
X =

L R EI H ChE Y8H22 2E FJUD 245 AIFHL

int __cdecl main(int al, int a2)
{

void *v2; // edx@1

unsigned int v3; // ebx@1

char v4: // sp@1

int vb: // edi@3

int v6; // edx@3

void *v7; // edx@16

unsigned int v8; // ebx@16

char v9: // sp@16

int v10; // edi@18

int vll; // edx@18

int result; // eax@22

int v13; // ecx@22

unsigned int i; // [sp+20h] [bp-128h]@10




FILE *v15; // [sp+28h] [bp-120h]@16
__int16 v16; // [sp+2Eh] [bp-11Ah]@1

int v17; // [sp+30h] [bp-118h]@2

signed int v18; // [sp+12Eh] [bp-1Ah]@1
signed int v19; // [sp+132h] [bp-16h]@1
signed int v20; // [sp+136h] [bp-12h]@1
signed __intl6 v21: // [sp+13Ah] [bp-Eh]@1
int v22: // [sp+13Ch] [bp-Ch]@1

v22 = *MK_FP(__GS__, 20);

v18 = 1936287860; // v18 = 'siht';
v19 = 1601399135; // v19 = '_si_";
v20 = 1819044211; // v20 = 'llis’
v21l = 121; // v21 ='y'; -> this_is_silly
v2 = &vl6;
v3 = 256;
if ((vd+ 46) & 2)
{

v1le = 0;

v2 = &vl7;

v3 = 254;
}

memset(v2, 0, 4 * (v3 >> 2));
vh = (int)((char *)v2 + 4 * (v3 >> 2))
v6 = (int)((char *)v2 + 4 * (v3 >> 2));
if (v3 & 2)
{
*(_WORD #)vb = 0;
v = vb + 2;
}
if (v3& 1)
*(_BYTE *)v6 = 0;
if (al I=2)
{
puts("l need an argument.");
exit(0);
}
for (i = 0; 1 < strlen((const char *)&v18); ++i )
«(_BYTE #*)&v16 + i) = *(_BYTE *)(x(_LDWORD x)(a2 + 4) + i) * 0x30;




if ( strcmp((const char #)&v18, (const char *)&v16) )
{
puts("Don't match.");
exit(0);
}
v15 = fopen("./secret", "rb");
v/ = &v16;
v8 = 256;
f((v9 +46) & 2)

vl = 0;
= &v17;

v8 = 254;
}
memset(v7, 0, 4 * (v8 >> 2));
v10 = (int)((char *)v7 + 4 * (v8 >> 2));
v1ll = (int)((char *)v7 + 4 * (v8 >> 2));
if (v8 & 2)
{

*(_WORD #)v10 = 0;

vll = v10 + 2;
}
if (v8 & 1)

*(_BYTE *)v1l = 0:
fgets((char *)&v16, 100, v1b);
fclose(v1b);
result = puts((const char *)&v16);
if ( *MK_FP(__GS__, 20) != v22)

__stack_chk_fail(v13, *MK_FP(__GS__, 20) ~ v22);
return result;
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a = "this_is_silly"
p=
for i in range(len(a)):
b += chr(ord(ali]) » 0x30)

print b

C:\Users\sweetchip\Documents\for\script>2.py

DXYCoYCoCY\\I

HHAHBHHRHH B AR H R AR H R A H R AR AR AR H R H IR H R AR AR A RS R
guest_paper@ubuntu:/home/paper$ ./chal DXYCoYCoCY\\\\I

wow ultra secret

SHX|EE QIZ0] otefl \& \\ 2 YHCIL| 2F0| =Yt
Ofot \\Z \ 2 5] hhrel 2 et

Flag : wow ultra secret



