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Event Handler
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Web Worker
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HtmlI5
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Stack Overflow

y ZT2ME = 8L Crash
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(fa4 ldgc} Stack overflow — code c00000fd {flrst chance}

Fir=st chance exception= are reported before any exception handling.
Thi= exception may be expected and handled.

#%*% EFFOE: Svymbol file could not be found. Defaulted to export symbols for MSHTML 41l —
MSHTHL+0=d8223:

£3933223 Gk pu=h 2=l

0:008: =86 x

eax=78261813 ebx=087{lafl ecx=087{lafl edx=087{1b48 e=si=043833ac edi=087L1L34

2ip=53988223 e=p=04332f38 =ebp=043831lad4 i1opl=0 nv up 21 pl hE ha po ho
c==0023 ===002b d==002b e==002b {==0053 4g==002b efl=00210202
HSHTHL+0=d8223:

£3988223 Gk push e=1
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Use-After-Free

1 =
Y
s = | [ s =
mou dword ptr [edi+24h], BI call ?ElementRelease@CHar kup@RQAERXZ ; CHarkup::ElementRelease{void}
jmp loc 63B4002F
; EHD OF FUHCTIOH CHUHK FOR %DestroySplayTreel@CHarkup@E(AEJHHEZ
v ¥
kil e

loc_63848082F:
mou eax, [edi]

call —duord ptr (e Iron] |
111 0 DLCEF [ B 15
|
Hri“v 7
|

I ] Crash

s 5 s 5
jmp loc_63840804E

loc_63848040: ;: EHD OF FUHCTIOHN CHUHK FOR ZDestroypSplayTree@CHarkupEEOAE.JHHEZ

mou dword ptr [esi+8], @

mou dword ptr [esi+8Ch], 8
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Use-After-Free
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» Windbg ScriptE 0| &35} Memory?2| Allocate?} Free At2tS B L|EHE

» jscript9.dlle] math &0 Hef|0|3 EQIE
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» javascript D EO0| Al math &+E AIE5}¢ Of 20| Al Crash7} 2HA85H
alloc{0x28) = 0w07c37c30 from 7078f6a0

E X| ()EI- = I 2 alloc{0x60) = 0x07das2d0 from 707c55f6

| AN -
alloc(0x8) = 0w07cob358 from 708b3140
free(0x07c37c30) from (706340c6)

} Exa m p | e free(0x07c37910) from (706340cE)

free(0x07c364f0) from (706340c6)

bu jscript9l)s:Math::Atan2 ".printf W'%muW", poi(poi(esp+14)+c);.echo;g” // windbg script LOG : going to load another page

LOG : finshed loading another page
bul01 ntdll!RtIFreeHeap "j (poi(esp+c)!=0) ".printf W"free(0x%p) from (%p)¥", poi(esp+c), poi(esp); .echo; g'; 'g’;
b b
Math.atan2(0xbadcOde,"LOG : going to call setlnterval()"); // javascript code

Math.atan2(0xbadcOde,"LOG : finshed loading another page");

Intemalional Hacking Competition & [T Securiy Conferenca

B syezme r— TS YAy ECE




Msi14-010

ES
=) o=y

s, JECREE

http:/fwww microsoft. com/ko-kr/security/pc-security/bulletins/201402 aspx
=HelaE M 2

2014'A 22 Microsoft 22 HH| 0| E
o014 22 N BEH ECHEHOEES =060 CFEEEGRY A 2. A DI 2
fEHA 2 AT HN =27 S METIEREH EZH 2t EEEs HEAME.

2 H 1066 - 202
iZEUE. —
PEE 1132 - 208
3333 028
2 1 2HE11:32 - E20I2
HARE M MESEH F20].
H 132 2 1133 - E0I2

[#4]

it
o
o
2
ik
un
=
ok
0
(ml]]
o

!
H
in
o
alo

Mgl
= oy
o g
it

ne

[=]

e
od
e
=

P

E1

(%]
ne

2

el 4
Y
(%]
=iy

| 281 132 2= 1:55 - F0t=

Intemalional Hacking Competition & [T Securiy Conferenca

(& sz _—@‘- <OPISATIEZONY,




Msi14-010

Microsoft Security Bulletin MS14-010 - /=

Internet Explorer =& 22F HAH| 0] £ (2909921)
HAIE ST 20044 2% 129 =0 W
HA:10

ot A
R0t

O] 22F 20 0| E= Internet Explorer=] ZHE! #2FE 1AW HIZNE BT F2FE 23 A5 sl SEHLICH & #EE # 2R = 2 2l AFE AR} Internet ExplorerE AFEDHH S0HH =
Az HOAE 2 25 28 2 &R0 HEZ &+ S sLICE e HEEH2E HEM ST SIAM W ALENR SEEATHE 25 = SIsLICE A ZEIH THE AFE R AEH
EH AEE HEL AMEAE B2AAHERE E HEEHE AFEAHH HIgl 322 EH 2rSLICH

15

Intemalional Hacking Competition & [T Securiy Conferenca

A———— S <SVEATERO




y ZRHE 7|7t I FY S b

— — o
windbgZE 0|83} PageHeap=2 AHSI1 Free=l M2 2|2] A7|E X ASHLY.
Freezl 37|0FF CiA| EXHE = L O|2EEE & 5.
XEHE viableS HESI| EI0IM 55 #F Jts

» 2t Exploits 2|5l
MEEl SandBox & 2 &~ Q&= F UM 1742 ASLRZ 23| 4= /= Information Leak
O| 7ot #4H 10| =712 EQ

Intemalional Hacking Competition & [T Securiy Conferenca

) Lz _%- <OPIGATIZOU




T =2XNE 71 82
—_— —_— = -

» Z2HE J|ZH S WY 3
(b64.11a4): Access violation - code 0000005 (first chance)
First chance exceptions are reported before any exception handling.

This exception may be expected and handled.

eax=00610061 ebx=07d62250 ecx=04bada28 edx=07c17cel esi=00f96570 edi=04bada28
eip=707e0033 esp=032fbed8 ebp=032fbf30 iopl=0 nv up &i pl zr na pe nc
cs=0023 s55=002b ds=002b es=002b fs=0053 gs=002b efl=00010246
MSHTMLICMarkup:DestrovSplayTree +0x8cl:
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